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Cyber Security Technical Problems, Drivers and Incentives

1. Key points of this presentation
2. Understanding why the community is in this mess 

a. Cyber risks are different to natural risks

b. Computers not built for safety or security

c. Internet not built for security

d. Identity management (IdM), cryptographic key 
management (CKM) and transactions are not trustworthy 

3. Community failed to address the problems 

4. Governments calling for strong civilian cyber security

5. Government and commercial drivers and incentives 

6. Closing statement (by Brian Snow)

7. Related videos
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Key points of this presentation

➠ How we got ourselves into this mess
• Drivers encouraged the ICT industry towards high-

performance, low-power, low-cost, low-safety and low-
security products

• The majority of today’s commercial ICT products suffer 
from a dangerous combination of conceptual design 
and implementation faults with regard to safety and 
security

• The wider ICT community has failed to consistently 
invest in resilience, safety and security

• Serious problems are found in 3 core ICT foundations - 
undermining the mainstream ICT security ecosystem

✓ Synaptic Labs has advanced proposals 
to fix these problems
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Key points of this presentation

➠ Governments are now calling for 
strong civilian cyber security
• Governments are ramping up standards, 

legal regulations and heavy fines

• Commercial organisations are calling for 
greater security to maintain viability

• UK and US Governments have identified massive new social 
and economic gains in deploying strong cyber security to 
protect everyone in their respective countries  

• UK seeks to be safest country to 
do business, and win £ £ £

✓ Synaptic Labs’ next generation 
security proposals can 
unlock new markets
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2. Understanding why the 
community is in this mess

Introducing Brian Snow
Brian Snow - 35 years in the USA NSA
• 20 years doing and directing research + 

development of cryptographic components 
and secure systems 

• 12 years as Technical Director
- Research Directorate (1994-1995)

- Information Assurance Directorate (1996-2002)

- Associate Directorate for Education and Training
NSA’s Corporate University (2003-2006)

• Many cryptographic systems serving the 
U.S. government and military deploy his 
algorithms; they ... span a range from 
nuclear command and control to 
tactical radios for the battlefield

Brian Snow
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2. Understanding why the 
community is in this mess

Poor Cyber Security Practice
“There are problems today in Cyber Security 
practice that impact the community as a 
whole, and we need to solve those problems 
soon.  

They are pervasive, ongoing, and getting 
worse, not better.” 

“Right now, the community at large is applying 
the wrong or inadequate engineering 
practices, and taking a lot of short cuts.  

This adds greatly to our collective security 
risks.” 

Brian Snow
Our Security Status is Grim
Former US NSA, 35 years incl.
Technical Director (R&D, IAD, ADET)
                  November 2011
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2. Understanding why the 
community is in this mess

Today’s cyber security technologies help, but
➠ Flawless implementation of a flawed conceptual design will still be 

insecure in practice
• Patching on Patching:

- Patching removes some exploitable vulnerabilities in the IMPLEMENTATION

- Does NOT remove exploitable vulnerabilities in the design ARCHITECTURE 

➠ Serious problems exist in the conceptual design and 
implementation of our ICT infrastructure, including:
• Civilian identity management ecosystem (X.509 PKI)

• Cryptographic key management systems (which also use X.509 PKI)

• Monolithic kernel operating systems

• General purpose microprocessor (CPU) architectures 

• Information security software 

• Business software in general 
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2. Understanding why the 
community is in this mess

Introducing Melissa Hathaway
➠  Formerly:

• Senior Advisor to the Director of 
National Intelligence 

• Contributed to the development of the 
Comprehensive National 
Cybersecurity Initiative (CNCI)

• At Booz Allen Hamilton: specialized in 
cybersecurity and led information 
operations and long range strategy 
and policy support business units

• Led the US Cyber Space Policy 
Review

Melissa Hathaway 
Led U.S. President Obama's 
Cyberspace Policy Review
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2. Understanding why the 
community is in this mess

We are NOT building systems that are dependable

Melissa Hathaway 
Led U.S. President Obama's 
Cyberspace Policy Review

U.S. Government’s 
Oak Ridge National Laboratory’s
Cyber Security and Information 
Intelligence Research Workshop, 2010

“We have not designed systems for 
failure for over 40 years.”

“We are not designing and investing into 
an infrastructure ... that could succeed 
through a major disaster.”
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2. Understanding why the 
community is in this mess

We are NOT building systems that are dependable

Melissa Hathaway 
Led U.S. President Obama's 
Cyberspace Policy Review

U.S. Government’s 
Oak Ridge National Laboratory’s 
Cyber Security and Information 
Intelligence Research Workshop, 2010

“And so if we don’t change that path, and 
we continue to move more and more of 
our critical infrastructure [Ed: operations] 
onto this thing [Ed: systems] that we know 
is not resilient to ... the basic mundane 
problems, 

then we are setting ourselves up for 
even further insecurity for our future.”
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2. Understanding why the 
community is in this mess

We are NOT building systems that are dependable

Melissa Hathaway 
Led U.S. President Obama's 
Cyberspace Policy Review

U.S. Government’s 
Oak Ridge National Laboratory’s 
Cyber Security and Information 
Intelligence Research Workshop, 2010

“I would argue that we need to be 
thinking about designing for a more 
secure and resilient architecture for 
the future.”
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2. Understanding why the 
community is in this mess

Without trustworthy and dependable foundations...
➠ Even with the most secure applications and operating systems, 

system safety and security can still be undermined by:
• The underlying processor (CPU) and subsystems hardware

• The security eco-system that supports
your system, such as physical security, 
identity and key management

➠ To fundamentally improve our collective 
security posture, we have to address 
the known security and safety 
problems in the foundations of 
ICT systems 
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2.a. Cyber risks are 
different to natural risks

Cyber risks are different to natural risks
➠ Cyber risk management is different to 

managing natural events
• Both risks can have similar scale of impact

• Both risks can cause extensive physical 
damage to plants and equipment

➠ All types of critical infrastructure are 
vulnerable to cyber attacks with the 
potential for significant negative impacts 
on the community
• See: Synaptic Labs’ 2012 Annual Report on 

Global Cyber Safety and Security Status Video

James Andrew Lewis
Director and Senior Fellow, Technology 
and Public Policy Program
U.S. Center for Strategic & International 
Studies (CSIS)

➠ James Lewis: Cyber attacks can make a room sized power generator 
“jump up and down, emit smoke, and shake itself to pieces” 
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2.a. Cyber risks are 
different to natural risks

Critical infrastructure vulnerable to cyber attacks
“We are a nation unprepared to 
properly defend ourselves and 
recover from a strategic cyber attack.”

➠ An attack could bring down the 
electricity grid for 6 months 

➠ No communications, no banking, 
food production ceasing

➠ It would require months to bring the 
country back online

- O. Sami Saydjari’s 
Testimony to Congress
President and Founder, Cyber Defense Agency
Formerly Director’s Fellow, National Security Agency and Program Manager, Information 
Assurance, Defense Advanced Research Projects Agency 
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83

➠ Conference London March 2012.  Will bring 
together senior IT Security Managers from major 
corporations to discuss how the industry can 
improve it’s cyber security and safety posture

➠ “The words 'Nitro', 'DuQu' and 'Stuxnet' have filled 
board rooms with dread and much angst over 
the last few months as the trend for such cyber 
threats seems to be gaining momentum.” 

Cyber Security for Chemical Industry Conference
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2.a. Cyber risks are 
different to natural risks

Are safety techniques alone sufficient for cyber?
➠ Critical industries have risk 

management strategies against large 
scale natural events 

➠ Are these safety risk management 
approaches adequate, on their own, 
for cyber events?

➠ We will use the Japanese tsunami to 
illustrate both adequate and 
inadequate management of known 
natural risks

18



Managing natural risk events: the tsumani example

➠ An example of one country and one major corporation’s failure to 
manage known natural risks

➠ The World Bank estimates that the 2011 tsunami cost Japan in excess 
of $200 billion and obviously much more (e.g. in terms of human life)

➠ The Japanese nuclear corporation reported that its own future as a 
company was in jeopardy because of the event
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➠ History of damage from 15 meter and higher tsunami waves in Japan

➠ 2011: Fukushima nuclear plant struck by 14 meter tsunami

➠ The sea wall at Fukushima Reactor was less than 6m (20ft) high

Managing natural risk events: the tsumani example

20



2.a. Cyber risks are 
different to natural risks

Successfully managing natural event risks:
Fudai Village example 
➠ Fudai village (Fudai, 

pop. 3,000) built a 
stronger, higher 
barrier (15.5 meters)

➠ No deaths

➠ No damage to 
property

➠ No financial loss for 
the village
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2.a. Cyber risks are 
different to natural risks

Natural event risk management is difficult, 
Cyber defence is harder

➠ It is difficult to predict what nature may throw 
at you over time
• Design for safety by drawing on recorded data 

and historical events

➠ Historical data is of reduced value in cyber 
risk management

➠ Cyber attacker will:
• Adapt new moves to nullify your best built 

defenses

• Create the worst possible event scenarios

Image by: Adrian Lamo
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2.a. Cyber risks are 
different to natural risks

Natural event risk management is difficult, 
Cyber defence is harder
➠ Deborah Plunket:  

“We have to be really careful that we 
don't make it to easy for the adversary, 
so we have to make them work harder.”
• Low assurance software development 

expose weaknesses and make life easy 
for attackers

• Low-assurance security (or total lack of 
security controls) also assists attackers

➠ Security is generally applied as an 
afterthought in most ICT designs
• Security is very commonly and continually 

being patched onto fundamentally insecure 
or inadequately designed core components

Debora Plunkett 
Director of the Information 
Assurance Directorate (IAD) 
U.S. National Security Agency
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2.a. Cyber risks are 
different to natural risks

Natural failures versus an adaptive opponent
“Security engineering differs from other types 
of engineering.  Security Professionals work in 
an atmosphere of MALICE, not benign nature!  

There is a BIG difference between an adaptive 
opponent, and normal failures like natural 
events and hurricanes.

Architects designing skyscrapers try to counter 
normal stress, or expected weather or other 
environmental factors.  

Once a building is up, the architect does not 
need to alter his design process for his next 
building in order to cope with how weather will 
now behave; the weather does not change 
based on his prior practice.”

Brian Snow
Our Security Status is Grim
Former US NSA, 35 years incl.
Technical Director (R&D, IAD, ADET)
                  November 2011
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2.a. Cyber risks are 
different to natural risks

Natural failures versus an adaptive opponent
“The security professional faces an 
environment that adaptively and rapidly 
changes to nullify his efforts, to once again 
obtain an advantage against him.  

He must accept that standard design 
practices simply are not adequate in a 
malicious environment!

Unfortunately, the Security Industry has yet to 
fully internalize how much change is required 
in the DESIGN environment given that 
MALICE rather than benign failure is the 
major driver for their products.” Brian Snow

Our Security Status is Grim
Former US NSA, 35 years incl.
Technical Director (R&D, IAD, ADET)
                  November 2011
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2.a. Cyber risks are 
different to natural risks

Stuxnet, are we really safe now?  No, of Course!
“This event must alert the entire industry community 
to the threat, because those control systems are 
vulnerable due to design flaws.

In conclusion, we can raise serious doubts on the 
immediate effectiveness of preventive measures 
against this new generation of cyber weapons 
because the industry in general is still too 
vulnerable.

Possible evolutions of malware could cause serious 
damage to infrastructures that use the systems in 
question.”

January 2012

Pierluigi Paganini
Security Specialist, Program, 
Delivery & Maintenance 
Director at Bit4ld s.r.l, 
Former security engineer at 
ST Microelectronics

26



2.a. Cyber risks are 
different to natural risks

Stuxnet, are we really safe now?  No, of Course!
“The only way to emerge unscathed from this 
awkward situation is with close collaboration 
between industry, leading manufacturers of 
control systems and governments, hoping that 
security will become a requirement in the 
design phase.”

Pierluigi Paganini
Security Specialist, Program, 
Delivery & Maintenance 
Director at Bit4ld s.r.l, 
Former security engineer at 
ST Microelectronics
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2.a. Cyber risks are 
different to natural risks

Stuxnet, are we really safe now?  No, of Course!
“The only way to emerge unscathed from this 
awkward situation is with close collaboration 
between industry, leading manufacturers of 
control systems and governments, hoping that 
security will become a requirement in the 
design phase.”

Pierluigi Paganini
Security Specialist, Program, 
Delivery & Maintenance 
Director at Bit4ld s.r.l, 
Former security engineer at 
ST Microelectronics

✓ ICT Gozo Malta project objective: 
Multi-stakeholder collaboration across sectors -
including RTOS and CPU vendors, industry 
and commerce

✓ Synaptic Labs’ technical designs: 
Converge safety and security techniques to 
resolve known fundamental problems in 
industrial and commercial ICT systems 
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2.a. Cyber risks are 
different to natural risks

Critical industries must be proactive
➠ Drawing on their extensive experience 

in designing for ‘safety’, industry 
leaders must demand new safer ICT 
solutions that merge safety and 
security principles

➠ The new solutions must address the 
core ICT problems

➠ Industry should not and cannot risk 
waiting for others to resolve the core 
problems

➠ Doing nothing, or not enough, 
offers no effectual protection
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2.a. Cyber risks are 
different to natural risks

Critical industries must be proactive
➠ The number of successful cyber attacks, even against expert security 

companies, is escalating

➠ There is already a clear trend towards the viable merging of safety 
and security principles in some new ICT designs

➠ Industrial end users must express, and deliver, solid support to 
encourage the development of these new initiatives

Basic Concepts and Taxonomy of
Dependable and Secure Computing

Algirdas Avi!zzienis, Fellow, IEEE, Jean-Claude Laprie,
Brian Randell, and Carl Landwehr, Senior Member, IEEE

Abstract—This paper gives the main definitions relating to dependability, a generic concept including as special case such attributes
as reliability, availability, safety, integrity, maintainability, etc. Security brings in concerns for confidentiality, in addition to availability

and integrity. Basic definitions are given first. They are then commented upon, and supplemented by additional definitions, which
address the threats to dependability and security (faults, errors, failures), their attributes, and the means for their achievement (fault

prevention, fault tolerance, fault removal, fault forecasting). The aim is to explicate a set of general concepts, of relevance across a
wide range of situations and, therefore, helping communication and cooperation among a number of scientific and technical

communities, including ones that are concentrating on particular types of system, of system failures, or of causes of system failures.

Index Terms—Dependability, security, trust, faults, errors, failures, vulnerabilities, attacks, fault tolerance, fault removal, fault

forecasting.

!

1 INTRODUCTION

THIS paper aims to give precise definitions characterizing
the various concepts that come into play when addres-

sing the dependability and security of computing and
communication systems. Clarifying these concepts is
surprisingly difficult when we discuss systems in which
there are uncertainties about system boundaries. Further-
more, the very complexity of systems (and their specifica-
tion) is often a major problem, the determination of possible
causes or consequences of failure can be a very subtle
process, and there are (fallible) provisions for preventing
faults from causing failures.

Dependability is first introduced as a global concept
that subsumes the usual attributes of reliability, avail-
ability, safety, integrity, maintainability, etc. The consid-
eration of security brings in concerns for confidentiality, in
addition to availability and integrity. The basic definitions
are then commented upon and supplemented by addi-
tional definitions. Boldface characters are used when a
term is defined, while italic characters are an invitation to
focus the reader’s attention.

This paper can be seen as an attempt to document a
minimum consensus on concepts within various special-
ties in order to facilitate fruitful technical interactions; in
addition, we hope that it will be suitable 1) for use by

other bodies (including standardization organizations)
and 2) for educational purposes. Our concern is with
the concepts: words are only of interest because they
unequivocally label concepts and enable ideas and view-
points to be shared. An important issue, for which we
believe a consensus has not yet emerged, concerns the
measures of dependability and security; this issue will
necessitate further elaboration before being documented
consistently with the other aspects of the taxonomy that is
presented here.

The paper has no pretension of documenting the state-of-
the-art. Thus, together with the focus on concepts, we do
not address implementation issues such as can be found in
standards, for example, in [30] for safety or [32] for security.

The dependability and security communities have
followed distinct, but convergent paths: 1) dependability
has realized that restriction to nonmalicious faults was
addressing only a part of the problem, 2) security has
realized that the main focus that was put in the past on
confidentiality needed to be augmented with concerns for
integrity and for availability (they have been always present
in the definitions, but did not receive as much attention as
confidentiality). The paper aims to bring together the
common strands of dependability and security although,
for reasons of space limitation, confidentiality is not given
the attention it deserves.

Preceding Work and Goals for the Future. The origin of
this effort dates back to 1980, when a joint committee on
“Fundamental Concepts and Terminology” was formed by
the TC on Fault-Tolerant Computing of the IEEE CS and the
IFIP WG 10.4 “Dependable Computing and Fault Toler-
ance.” Seven position papers were presented in 1982 at a
special session of FTCS-12 [21], and a synthesis was
presented at FTCS-15 in 1985 [40] which is a direct
predecessor of this paper, but provides a much less detailed
classification, in particular of dependability threats and
attributes.
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Industry Must Demand / 
Lead the Drive for a 
Trustworthy and Dependable 
Computing Ecosystem that 
Holistically Converges Safety 
and Security Capabilities
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Brian Snow
“We Need Assurance!”
Former US NSA, 35 years incl.
Technical Director (R&D, IAD, ADET)

2.a. Computers not built 
for safety or security

Computers are not designed for security
“If you look for a one-word synopsis of 
computer design philosophy, 
it was and is: SHARING.  

In the security realm, the one word 
synopsis is SEPARATION: keeping the bad 
guys away from the good guys’ stuff!

So today, making a computer secure 
requires imposing a “separation paradigm” 
on top of an architecture built to share.  

That is tough!  

Even when partially successful, the 
residual problem is going to be covert/
unauthorised channels.” 
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Image by: Hannes Grobe

2.a. Computers not built 
for safety or security

Not designed to be trustworthy or dependable

➠ Mainstream COTS processors are 
not designed to provide adequate 
high assurance safety or security 
properties
• Tasks interfere with each other

• Chips are exposed to “trusted” insiders

• Trust issues in foreign manufacture 

• Single points of potential failure
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Image by: Hannes Grobe

2.a. Computers not built 
for safety or security

Not designed to be trustworthy or dependable

➠ General purpose processor design is 
driven by lower cost, higher 
performance, lower power

➠ Run a wide variety of software tasks 
that compete for access to CPU 
resources
• They are optimised for faster average 

case performance, not predictability
with regard to execution time
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Image by: Hannes Grobe

2.a. Computers not built 
for safety or security

Not designed to be trustworthy or dependable

➠ Some reliability and security drivers are 
considered 

BUT

Many requirements for higher-
assurance safety and security 
systems are simply not supported 
in any way by the hardware 

➠ Processors have only minimal support 
for separation and non-interference 
between tasks
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Image by: Hannes Grobe

2.a. Computers not built 
for safety or security

Not designed to be trustworthy or dependable

➠ Increasingly aggressive CPU 
techniques achieve ever higher 
performance BUT

➠ Getting harder to achieve higher-
assurance safety and security systems

➠ Getting harder to isolate one task/ 
data from unwanted interaction with 
other tasks/data due to the way the 
hardware resources are shared 

➠ Synaptic Labs’ designs harden COTS CPU cores (ExoHypervisor) 
and the computer architecture as a whole (TruSIP) 
• Provides enhanced CPU capabilities to RTOS and Hypervisor products
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2.a. Computers not built 
for safety or security

➠ Networking and Information 
Technology Research and 
Development (NITRD) 
Program is the United States’ 
primary source of Federally 
funded revolutionary 
breakthroughs in advanced
information technologies

➠ Collaboration of 15 Federal research and development agencies:

The call for trustworthiness and dependability
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2.a. Computers not built 
for safety or security

Introducing Jeannette M. Wing

Jeannette Wing, NSF
President's Professor of Computer 
Science and Department Head, 
Computer Science Department, 
Carnegie Mellon University

➠ President's Professor of Computer 
Science and Head of the Computer 
Science Department at Carnegie Mellon 
University

➠ 2007-2010:  Assistant Director of the 
Computer and Information Science and 
Engineering Directorate at the U.S. 
National Science Foundation (NSF)

➠ Was or is on the editorial board of 12 
journals

➠ Was member of NITRD Technical Advisory 
Group to the President's Council of 
Advisors on Science and Technology 
(PCAST)
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2.a. Computers not built 
for safety or security

It is about trustworthiness!

Jeannette Wing, NSF
President's Professor of Computer 
Science and Department Head, 
Computer Science Department, 
Carnegie Mellon University

Toward a Federal Cybersecurity Research 
Agenda: Three Game-changing Themes 
U.S. Federal NITRD, 19 May 2010

“The bottom line is about trustworthiness. 

We need to be able to trust our systems, 
digital and physical, because after all what 
protects our physical is often digital now. 

Otherwise no one is going to use our 
systems.”

Video used with permission
www.nitrd.gov/CSThemes/player.html
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Synaptic Labs’ proposal

ExoHypervisor
➠ ExoHypervisor is a proposal to enhance COTS microprocessors

• Ensures every task is completed in 
the same amount of CPU time, every time

• Eliminates unauthorised communication 
channels between tasks / partitions running 
on the same CPU

• Efficiently eliminate inadvertent leakage of 
secrets (timing attacks)

• UK MOD technical assessment is that the 
ExoHypervisor is "a logical approach to the 
development of some relevant information 
security requirements" 
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2.a. Computers not built 
for safety or security

Two large markets in need of solutions
1. Real-time safety and cyber-physical systems: 

• RTOS vendors and safety experts advise it is costly to build systems that 
achieve task completion deadlines on modern processors

2. Public cloud computing systems:
• Imperative to keep each organisations sensitive tasks + data: 

- completely separate

- isolated from the cloud provider’s privileged staff

• According to CSA, ENISA, NIST, today’s clouds can’t achieve this:

- CSA      Cloud Security Alliance

- ENISA     European Network Information Security Agency

- NIST      National Institute of standards and technology

✓ Synaptic Labs’ ExoHypervisor and TruSIP proposals are 
designed to address these open problems in both markets
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2.a. Computers not built 
for safety or security

Security issues in cloud computing systems
➠ Cloud Computing

• One physical computer runs multiple virtual machines using a hypervisor

• Strict isolation is required between virtual machines

• Today, the stricter that isolation, the much slower the virtual machines... 

➠ Public Cloud Computing
• Third party organizations own and

manage the physical computer, 
and have complete access to all data

• Many different organisations may 
each lease a different virtual machine 
running on the one physical computer

• Modern computers are NOT designed to provide adequate 
security and isolation controls against all the parties in a cloud 
computing environment, including other users, the cloud 
provider and their trusted component suppliers and technicians

Hypervisor
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2.a. Computers not built 
for safety or security

It is about trustworthiness!

Jeannette Wing, NSF
President's Professor of Computer 
Science and Department Head, 
Computer Science Department, 
Carnegie Mellon University

Toward a Federal Cybersecurity Research 
Agenda: Three Game-changing Themes 
U.S. Federal NITRD, 19 May 2010

“How can we enable risk aware safe 
operations in compromised environments?

Minimise critical system risk while 
increasing adversaries cost and 
exposure?”

Video used with permission
www.nitrd.gov/CSThemes/player.html
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Synaptic Labs’ proposal

Trustworthy robust universal Secure Infrastructure Platform
➠ TruSIP is a malware resistant, privacy enhanced and fault tolerant 

computing architecture proposal designed for:
• hard real-time, high safety, and high security applications, ...

• embedded-micro, mobile phone, tablet, desktop, server, public clouds, ...

• use in small projects, large system of systems and critical infrastructure projects

Malicious 
insider

Authorized client
of TruSIP Device

TruSIP device
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Cyber Security Technical Problems, Drivers and Incentives

1. Key points of this presentation 

2. Understanding why the community is in this mess 
a. Cyber risks are different to natural risks 

b. Computers not built for safety or security

c. Internet not built for security

d. Identity management (IdM), cryptographic key 
management (CKM) and transactions are not trustworthy 

3. Community failed to address the problems 

4. Governments calling for strong civilian cyber security

5. Government and commercial drivers and incentives 

6. Closing statement (by Brian Snow)

7. Related videos
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2.c. Internet not 
built for security

Architectural flaws in the design of the Internet
“The creators of the Internet knew that MALICE was 
a serious issue.”  ...

“However, the creators of the Internet pushed 
security aside due to the perceived difficulties, or 
cost, and that is the start of our problems today. 

To put it bluntly, the Internet was not built to 
address the known risks.  

By design, the Internet naïvely relies on the honesty 
of every network user, and places far too little 
emphasis on healthy mutual suspicion! 

The cost and risks were not eliminated -- rather they 
were both shifted away from the designers and the 
manufacturers, and transferred to the Global user 
base.  You and me pick up the check.” 

Brian Snow
Our Security Status is Grim
Former US NSA, 35 years incl.
Technical Director (R&D, IAD, ADET)
                  November 2011
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2.c. Internet not 
built for security

The Internet could have been built with security
1964:   The first (packet switched) network proposal employed 
 advanced information security techniques

1976: Today’s popular cryptographic techniques were published
 (Public Key Cryptography and U.S. Data Encryption Standard)

1980:   Today’s (packet switched) Internet protocol was published
 Employed NO information security techniques

2012: Security problems continue with no end in sight...
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2.c. Internet not 
built for security

Now the Internet cannot defend against malice...

C Y BE R S PAC E 
P O L I C Y  R E V I E W   

Assuring a Trusted and Resilient Information 
and Communications Infrastructure  

US Government Position
Cyberspace Policy Review, 2009

“An advisory group for the Defense 
Advanced Research Project Agency 
(DARPA) describes defense of current 
Internet Protocol-based networks 
as a losing proposition”
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2.c. Internet not 
built for security

The Internet cannot be defended against malice...

“The Internet has introduced a level of 
vulnerability that is unprecedented  …

The [U.S.] nation is at strategic risk. ... 

My prediction is that we're going to have 
a catastrophic event, and then we're 
going to be screaming.” 

Vice Admiral J. Mike McConnell (USN Ret)  
Intelligence Adviser to President Obama 2009
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2.c. Internet not 
built for security

And we need to build a new one now...

Vice Admiral J. Mike McConnell (USN Ret) 
Keynote Address at the NIST National Cryptographic Key Management 
(CKM) Workshop, 2009

“We have an opportunity to address and 
solve Internet problems before we have that 
anticipated catastrophic event.  ... 
We must design and build security into 
the new Internet.  
We must include countries such as Russia 
and China in creating the design. 
We have to do this because the globe could 
be so advantaged by this secure Internet 
capability and is currently so vulnerable. 
Something big must be done now.”
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2.c. Internet not 
built for security

And we need to build a new one now...

The current Internet and network 
architecture were not designed with 
enough security in mind to meet today's 
threats

Engineers and policymakers should 
consider developing an alternate, highly 
secure version of the Internet for critical 
infrastructure providers

20 October 2011

Shawn Henry
U.S. FBI’s Executive Assistant Director
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A secure internet is a major support for getting out 
of the economic crisis

2.c. Internet not 
built for security

Security & Defence Agenda
Cyber-Security 2012 Report

“There are areas of the economy 
where cyber-space and the Internet 
play a huge role, and investing in 
cyber-security means making it and 
cyber-space reliable and trusted. 

In areas like banking, the 
communication business, the 
optimisation of energy usage and smart 
grids, you can use information 
technology to save resources and to 
operate much more efficiently.”

Image: © Gleamlight / Philippe Molitor

Frank Asbeck
Principle Counsellor for Security and 
Space Policy, European External 
Action Service
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2.c. Internet not 
built for security

2011 - Founding father wants secure ‘Internet 2’ 
➠ Press the proverbial reset button 

and start again

➠ “A new version of the Internet 
might be the best way to defend 
against cyber attacks”

➠ Co-founder Bob Kahn and I did not 
think enough about security when 
we built the framework for the web

➠ “I would have put a much 
stronger focus on authenticity or 
authentication.  Where did this 
email come from, what device I am 
talking to . . . those things are 
elements that would make a big 
difference.”

Vint Cerf
One of the founders of the Internet
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2.c. Internet not 
built for security

2011 - Founding father wants secure ‘Internet 2’ 
“I’m actually quite interested in the 
clean-slate ideas.

People will say, ‘Oh you can never do 
that, it’s already too deeply embedded 
in everything else.’ 

But you could have said that of the 
telephone system in 1973, and the 
Internet is replacing the telephone 
system.”

Vint Cerf
One of the founders of the Internet

Financial Times (2011)
http://www.ft.com/intl/cms/s/2/9b28f1ec-eaa9-11e0-
aeca-00144feab49a.html
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Synaptic Labs’ proposal

Synaptic Labs’ Universal Network Carrier (Janelda)

short
range

wireless

Roaming 
access
with smart card
secured ID's

➠ Janelda is a designed to be a  
universally trustworthy and 
dependable network protocol and 
network architecture proposal
• Cryptographic project to address 

the known reliability, performance and 
security problems plaguing the 
Internet

• Designed to create a secure virtual 
network on-top-of the Internet

• Designed to securely host all 
network protocols, such as Internet 
traffic, without requiring end-user 
hardware or software to be 
changed

• Designed to support real-time traffic
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Synaptic Labs’ proposal

short
range

wireless

Roaming 
access
with smart card
secured ID's

Synaptic Labs’ Universal Network Carrier (Janelda)
➠ Janelda is a designed to be a  

universally trustworthy and 
dependable network protocol and 
network architecture proposal
✓ Designed to overcome the serious 

routing and congestion 
management limitations/costs/
problems of the current Internet 
protocols

✓ Designed to run on new and existing 
telecommunications infrastructure 
(ISDN, ADSL)

✓ Designed to improve overall network 
performance, at reduced cost

✓ Designed to resist kill switches / 
malware in the chip hardware
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Cyber Security Technical Problems, Drivers and Incentives

1. Key points of this presentation 

2. Understanding why the community is in this mess 
a. Cyber risks are different to natural risks 

b. Computers not built for safety or security

c. Internet not built for security

d. Identity management (IdM), cryptographic key 
management (CKM) and transactions are not trustworthy 

3. Community failed to address the problems 

4. Governments calling for strong civilian cyber security

5. Government and commercial drivers and incentives 

6. Closing statement (by Brian Snow)

7. Related videos
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2.c. IdM and CKM and 
transactions not trustworthy  

Civilian public key infrastructure (PKI) is broken
➠ Dr. Richard R. Brooks, USA

• “Liars and the lying liars that tell them”, CSIIRW-6 2010

➠ Electronic Freedom Foundation - Observatory, USA
• “We are particularly concerned about the role and practices of [public key]

Certificate Authorities”

➠ Dr. Peter Gutmann, NZ  (2010 - 2012)
• Engineering Security, “SSL certificates: Indistinguishable from Placebo”

➠ IEEE Key Management Summit (2010):  

A room full of PKI experts were asked if they disagreed 
with the assertion: 

  “PKI is indistinguishable from placebo”
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2.c. IdM and CKM and 
transactions not trustworthy  

Expert opinion: Paul Earsy of SafeNet
“I will agree that a lot of the public 
implementations of PKI that we 
see over the Internet were just 
done wrong, or poorly.  

And hopefully we can do it better.  

I don't know if we can or not, 
but that would be the goal.”  

Paul Earsy 
VP Product Management

Security providers for the world’s 
SWIFT financial transaction system
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2.c. IdM and CKM and 
transactions not trustworthy  

Expert opinion: Landon Noll of CISCO
“PKI, is it indistinguishable from snake oil?
... 
One of the problems in evaluating that is: 

the mathematics is ... somewhat sound, 

the implementation has problems, and 

the users using the implementations have 
even more problems.  
...

In theory is it snake oil, No.  

In practice is it snake oil", it is somewhat 
indistinguishable [ed. from placebo] in 
practice because of the problems”  
[Ed. Yes]

Landon Noll 
Cryptologist / Security Architect
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2.c. IdM and CKM and 
transactions not trustworthy  

Civilian public key infrastructure (PKI) is broken
➠ The global civilian identity 

management ecosystem 
(X.509 public key infrastructure) 
that is used in secure transactions 
over the Internet is fundamentally 
broken:

“Fake secure websites created 
to steal money or personal 
information are a danger the 
government is powerless to 
control.”

Andrew McLaughlin
White House Deputy CTO 
Internet Policy, October 2010
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2.c. IdM and CKM and 
transactions not trustworthy  

The PKI identity management Trust Bubble - 2011
“In 2007, we had a fiscal Credit Bubble in 
the USA that rode on Credit Derivatives, an 
instrument widely used but little understood 
and even less analyzed; this was (and is) a 
recipe for disaster! 

This pile of credit debt eventually imploded, 
leading to today’s long-lasting recession.

Today we have a Trust Bubble riding on 
trust in electronic certificates, digital 
signatures, cryptography, and protocols.  

They constitute the foundations of modern 
information security. 

These functions are responsible for enrolling 
users and systems as trusted.”

Brian Snow
Our Security Status is Grim
Former US NSA, 35 years incl.
Technical Director (R&D, IAD, ADET)
                  November 2011
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2.c. IdM and CKM and 
transactions not trustworthy  

Governance failure in the architecture of PKI
“Cyber trust, as implemented today, 
does not map to the way humans 
naturally reason about trust.”

“The issuing of identity assertions is 
uncoordinated among many different 
certificate authorities, none of whom I 
have a personal relationship with.  

This means there are many system nodes 
that can make false assertions that would be 
accepted as truth within the global system.   

This conceptual mismatch between what 
humans expect and what cyber delivers 
is NOT understood by most people 
(even the techies).”

Brian Snow
Our Security Status is Grim
Former US NSA, 35 years incl.
Technical Director (R&D, IAD, ADET)
                  November 2011

64



2.c. IdM and CKM and 
transactions not trustworthy  

Civilian public key infrastructure (PKI) is broken
➠ Microsoft Malware Protection Center reports 

that a staggering 1 in 10 digitally signed files 
on Windows PCs are malware

➠ Majority of this authenticated malware falls into 
Microsoft’s “severe” or “high” risk category

➠ Microsoft approached the public key certificate 
authorities to try and identify the authors based 
on their digital signatures...

➠ They could not find a single malware author

➠ Malware authors exploited gaps in certificate 
issuing practices 
• They obtained certificates with fraudulent identities

Microsoft Malware 
Protection Center 

- Dr. Peter Gutmann, “Engineering Security”
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2.c. IdM and CKM and 
transactions not trustworthy  

Identity management in the banking sector

➠ SCOPUS Technologies is one of 
the leading ICT companies 
across Brasil

➠ History of innovation - first online 
banking in Latin America
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2.c. IdM and CKM and 
transactions not trustworthy  

Identity management in the banking sector

➠ Scopus is owned by Bradesco Bank
• On the front lines protecting 

Bradesco Bank’s critical business 
systems and customers

• Bradesco is one of the 
Big Four banks in Brasil
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Fabian Martins Da Silva 
Solutions / Security and Innovation
Scopus Technology
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2.c. IdM and CKM and 
transactions not trustworthy  

Is this remote access legitimate?
➠ Is this person accessing my electronic 

systems the person they claim to be?

➠ “We are seeing from organisations that have 
strong security capabilities and well trained 
users, that the use of two or three factors of 
authentication is not enough on it’s own”

➠ How do we know if the client’s computer is not 
compromised with malware and interfering?

➠ We need to assume the access is 
compromised 

➠ Need to check the context of transaction and 
behaviour of accounts for signs of attackFabian Martins Da Silva 

Solutions / Security and Innovation
Scopus Technology
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Proven:  Many successful attacks against the 
world’s largest identification and authentication 
companies and technologies

We Authenticate the WorldWe Authenticate the World   We Authenticate the World

WE AUTHENTICATE 
THE WORLD

1

Full option, all-terrain authentication

VASCO’s full option approach ensures that all authentication 
technologies are hosted on the single and unique VACMAN® 
platform. Our range of over 50 DIGIPASS® end-user authentication 
devices, whether they are hardware or software-based, all work with 
the VACMAN platform. 

VASCO’s solutions are all-terrain: independent from the customers’ 
field of activity, VASCO offers solutions that fit their needs. Renowned 
for our experience in securing online banking applications, VASCO 
brings banking level security to a wealth of business applications in 
several vertical markets, including healthcare, e-gaming, automotive, 
human resources, education, administration, e-government, legal, 
supply chain and manufacturing,...

Strategy

VASCO offers a complete array of authentication solutions and 
services to the financial services sector. We expand our penetration 
by bringing these banking level security solutions to other markets 
such as business enterprises and the B2B, B2E and B2C markets. 
VASCO continuously enhances and broadens its line of security 
products and services to meet the changing needs of its existing 
and potential customers.

Core Activities

User authentication 
Log-on access process that verifies if the user is in fact who he 
claims to be.

Electronic signature
Secures a transaction or message between two known parties. 

Digital signature 
Secures transactions or messages using PKI technology between 
two parties who don’t necessarily know each other, whereby the 
third party guarantuees the identity of all parties involved.

Corporate Profile

VASCO® is a leading supplier of strong authentication and e-signature solutions and services specializing in Internet security. 
Every day, VASCO helps customers around the globe to deploy strong authentication solutions. We have customers in over 100 
countries that use VASCO products to secure many different applications and online transactions.
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2.c. IdM and CKM and 
transactions not trustworthy  

Worldwide Threat Assessment 
“Cyber threats pose a critical 
national and economic security 
concern due to the continued 
advances in—and growing 
dependency on—the information 
technology (IT) that underpins nearly 
all aspects of modern society.”

“The well publicized intrusions into 
NASDAQ and International Monetary 
Fund (IMF) networks underscore the 
vulnerability of key sectors of the US 
and global economy.”

 
 
 

Unclassified Statement for the Record on the  
 

Worldwide Threat Assessment of the  
 

US Intelligence Community for the  
 

House Permanent Select Committee on Intelligence 
 
 
 

 
 

 
James R. Clapper 

 
Director of National Intelligence 

 
February 2, 2012 
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Hackers attacking security companies
“Hackers are ... circumventing 
network security by targeting 
companies that produce security 
technologies, 

highlighting the challenges to securing 
online data in the face of adaptable 
intruders.”  

2.c. IdM and CKM and 
transactions not trustworthy  

 
 
 

Unclassified Statement for the Record on the  
 

Worldwide Threat Assessment of the  
 

US Intelligence Community for the  
 

House Permanent Select Committee on Intelligence 
 
 
 

 
 

 
James R. Clapper 

 
Director of National Intelligence 

 
February 2, 2012 
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2.c. IdM and CKM and 
transactions not trustworthy  

Compromise of RSA SecurID 
“Hackers ... accessed the corporate 
network of the computer security firm 
RSA in March 2011 and exfiltrated data 
on the algorithms used in its [Ed: 
SecurID] authentication system.

Subsequently, a US defense 
contractor [Ed: Lockheed Martin] 
revealed that hackers used the 
information obtained from RSA to 
access its network.”

 
 
 

Unclassified Statement for the Record on the  
 

Worldwide Threat Assessment of the  
 

US Intelligence Community for the  
 

House Permanent Select Committee on Intelligence 
 
 
 

 
 

 
James R. Clapper 

 
Director of National Intelligence 

 
February 2, 2012 
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Compromise of PKI certificate authorities 
“The compromise of US and Dutch 
digital certificate issuers in 2011 
represents a threat to one of the 
most fundamental technologies used 
to secure online communications 
and sensitive transactions, such as 
online banking.”  

2.c. IdM and CKM and 
transactions not trustworthy  

➠ Related Reuters article: 

“Others have said SSL as a whole is
 no longer trustworthy and effective.”

 
 
 

Unclassified Statement for the Record on the  
 

Worldwide Threat Assessment of the  
 

US Intelligence Community for the  
 

House Permanent Select Committee on Intelligence 
 
 
 

 
 

 
James R. Clapper 

 
Director of National Intelligence 

 
February 2, 2012 
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2.c. IdM and CKM and 
transactions not trustworthy  

Compromise of PKI certificate authorities 
2 February 2012

“That could allow people to imitate 
almost any company on the Net.
... 
very difficult to eradicate and 
very difficult to put your hands around, 
...
you can't tell where they went undetected.”

Stewart Abercrombie Baker
Formerly first Assistant Secretary 
for Policy at the United States 
Department of Homeland Security
Formerly top NSA Lawyer
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2.c. IdM and CKM and 
transactions not trustworthy  

Structured attacks against authentication services
2 February 2012

“This breach, along with the RSA 
breach, puts the authentication 
mechanisms that are currently being 
used by businesses at risk."

“There appears to be a structured process 
of hunting those who provide 
authentication services.”

- Reuters, “Key Internet operator VeriSign hit 
by hackers”, 2 February 2012

Melissa Hathaway 
Led U.S. President Obama's 
Cyberspace Policy Review
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2.c. IdM and CKM and 
transactions not trustworthy  

Is this web and/or software transaction trustworthy?
June 2010

“I don't trust hardly any transaction 
right now, there is no integrity in our 
infrastructure. 

I’m not sure I care if it's available, 
you need to make sure it's a trusted 
transaction first, confidential second, 
and available last.  

I think there are a lot of leaders in our 
country and around the world that would 
agree with me.” Melissa Hathaway 

Led U.S. President Obama's 
Cyberspace Policy Review
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2.c. IdM and CKM and 
transactions not trustworthy  

Is this web and/or software transaction trustworthy?
“As we race to embrace, buy and integrate 
the next generation of technology into our 
lives and our businesses, do we really 
understand the vulnerabilities and 
exposure points and subsequent risks 
that are bundled with that purchase? 

And I guarantee you the answer is no 
from a corporate environment. 

And I can pretty much guarantee you that 
the answer is no from a Government 
environment.

So that is a pretty big risk we just accepted 
because we don’t understand the 
technology.” 

Melissa Hathaway 
Led U.S. President Obama's 
Cyberspace Policy Review
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Synaptic Labs’ proposal

Synaptic Labs’ proposal for global scale IdM+CKM

Cloud 
IdM+CKM 

Service 

Americas Europe Asia Various
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Synaptic Labs’ proposal

Synaptic Labs’ proposal for global scale IdM+CKM

➠ Securely coordinate an arbitrary number of service providers in a 
fault-tolerant configuration to provide an international Identity 
Management and Cryptographic Key Management infrastructure

Cloud 
IdM+CKM 

Service 

Americas Europe Asia Various
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Synaptic Labs’ proposal

Synaptic Labs’ proposal for global scale IdM+CKM
➠ Designed to: 

• Scale to service just a few, or billions of international users

• Bolster and enhance existing PKI infrastructure

• Secure against insider attacks such as: 

- Rogue Service Providers

- Rogue Hardware Vendors (when used with TruSIP)

- Rogue Software Vendors

• Supports inter-enterprise CKM support between mutually suspicious parties

- where the burden of responsibility for securing those keys is shared 
between two or more mutually suspicious organisations 
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Synaptic Labs’ proposal

Synaptic Labs’ proposal for global scale IdM+CKM
➠ Designed to: 

• Enable stakeholder-centric cross-cutting control mechanisms

• Addresses complete life-cycle needs

• Protect the community against anticipated strategic shocks against PKI
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Synaptic Labs’ proposal

Synaptic Labs’ proposal for global scale IdM+CKM
➠ Designed to: 

• Enable stakeholder-centric cross-cutting control mechanisms

• Addresses complete life-cycle needs

• Protect the community against anticipated strategic shocks against PKI

DATE: December 9, 2011

AUTHOR: Navid Yousefabadi

TITLE: OPTIMAL ANNEALING PATHS FOR ADIABATIC QUANTUM
COMPUTATION

DEPARTMENT OR SCHOOL: Department of Physics and Atmospheric Science

DEGREE: M.Sc. CONVOCATION: May YEAR: 2012
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➠ IMPACT:  World’s largest cyber security alliance - 137 member nations

➠ Chairman Mohd Noor Amin is a firm proponent of the multi-stakeholder 
platform approach.  “It's only a matter of time before every country joins.”
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➠ IMPACT:  World’s largest cyber security alliance - 137 member nations

➠ Chairman Mohd Noor Amin is a firm proponent of the multi-stakeholder 
platform approach.  “It's only a matter of time before every country joins.”

✓ Synaptic Labs and the ICT Gozo Malta Project aim to support and 
enable this approach, for example with a multi-stakeholder platform 
proposal for partnering on global identity management and 
cryptographic key management

85



Cyber Security Technical Problems, Drivers and Incentives

1. Key points of this presentation 

2. Understanding why the community is in this mess 
a. Cyber risks are different to natural risks 

b. Computers not built for safety or security

c. Internet not built for security

d. Identity management (IdM), cryptographic key 
management (CKM) and transactions are not trustworthy 

3. Community failed to address the problems 
4. Governments calling for strong civilian cyber security

5. Government and commercial drivers and incentives 

6. Closing statement (by Brian Snow)

7. Related videos
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3. Community failed to 
address the problems

The community failed to invest in cyber security
➠ Today's cyber space (Internet and 

Computing) is not trustworthy or 
dependable because the global 
community failed to invest in that

➠ “It's the great irony of our Information Age 
-- the very technologies that empower us 
to create and to build also empower 
those who would disrupt and destroy.  
And this paradox -- seen and unseen -- is 
something that we experience every day.”

➠ “Indeed, in today's world, acts of terror 
could come not only from a few 
extremists in suicide vests but from a 
few key strokes on the computer -- 
a weapon of mass disruption.”

US President Barack Obama
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3. Community failed to 
address the problems

The community failed to invest in cyber security
➠ “just as we failed in the past to invest in 

our physical infrastructure 
-- our roads, our bridges and rails -- 
we've failed to invest in the security of 
our digital infrastructure.”

➠ “This status quo is no longer acceptable 
-- not when there's so much at stake.  

We can and we must do better.”

US President Barack Obama
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Symantec Internet Security Threat 
Report, April 2011

“Symantec maintains comprehensive 
vulnerability databases, currently 
consisting of more than 40,000 
recorded vulnerabilities affecting 
more than 105,000 technologies 
from more than 14,000 vendors.”

... and this is just the recorded 
vulnerabilities, as they are discovered 
and if they are reported!

Result: Today’s insecure cyber eco-system
Completely insecure and/or conceptually flawed designs
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Symantec Internet Security Threat Report
Trends for 2010
 Volume 16, Published April 2011

About this report

Symantec has established some of the most comprehensive sources of Internet threat data in the world 

through the Symantec™ Global Intelligence Network. More than 240,000 sensors in more than 200 

countries and territories monitor attack activity through a combination of Symantec products and services 

such as Symantec DeepSight™ Threat Management System, Symantec™ Managed Security Services, 

Norton™ consumer products, and additional third-party data sources.

Symantec gathers malicious code intelligence from more than 133 million client, server, and gateway 

systems that have deployed its antivirus products. Additionally, Symantec’s distributed honeypot network 

collects data from around the globe, capturing previously unseen threats and attacks that provide valuable 

insight into attacker methods.

In addition, Symantec maintains one of the world’s most comprehensive vulnerability databases, currently 

consisting of more than 40,000 recorded vulnerabilities (spanning more than two decades) affecting more 

than 105,000 technologies from more than 14,000 vendors. Symantec also facilitates the BugTraq mailing 

list, one of the most popular forums for the disclosure and discussion of vulnerabilities on the Internet, 

which has approximately 24,000 subscribers who contribute, receive, and discuss vulnerability research on 

a daily basis.
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Manager, Development
Security Technology and Response
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Director, Product Management
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Kevin Haley 
Director, Product Management
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Eric Johnson
Editor
Security Technology and Response

Trevor Mack
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Security Technology and Response
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Security Technology and Response
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Security Technology and Response
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Threat Analyst
Security Technology and Response

David McKinney
Threat Analyst
Security Technology and Response

Paul Wood
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3. Community failed to 
address the problems

Assessment by Joel Brenner, September 2011

“Our world is becoming a collection of 
glass houses that provide only the 
illusion of shelter.”

Joel Brenner
Former Inspector-General of the US NSA and 
Chief of Counter-intelligence for the Director of 
National Intelligence.”
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Abstract

The Inevitability of Failure: The Flawed Assumption of
Security in Modern Computing Environments

Peter A. Loscocco, Stephen D. Smalley, Patrick A. Muckelbauer, Ruth C. Taylor,
S. Jeff Turner, John F. Farrell

tos@epoch.ncsc.mil
National Security Agency

Secure operating systems are also required

“Given today’s common hardware and software architectural paradigms, 
operating systems security ... is the current ‘black hole’ of security.”   

Brian Snow
We Need Assurance!

Abstract: “... Current security efforts suffer from the flawed assumption 
that adequate security can be provided in applications ... In reality, the 
need for secure operating systems is growing in today’s computing 
environment."   
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Use safe and secure 
separation kernels

Part of the solution:  High assurance operating systems
“Consider the use of high-assurance ... operating 
systems ... as a way to reduce the attack surface 
of your critical systems, and to isolate one 
component from another.   

... they can provide considerable gains in security 
and functionality for systems needing high-
assurance or high-integrity or high-performance.” 

Brian Snow
Our Security Status is Grim
Former US NSA, 35 years incl.
Technical Director (R&D, IAD, ADET)
                  November 2011
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Use safe and secure 
separation kernels

Part of the solution:  High assurance operating systems

✓ Synaptic Labs’ technical designs will complement and 
enhance mainstream and high assurance operating 
systems
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High assurance solutions are 
needed to address the threat

U.S. FBI: Cyber threat will be #1 national threat
2008:  FBI established the National Cyber 
Investigative Joint Task Force bringing 
together the 18 intelligence agencies

2012:  FBI Director’s address to the annual 
Worldwide Threat hearing - U.S. Senate 
Select Committee on Intelligence:

“the cyber threat ... will be the number 
one threat to the country ... we are 
exceptionally concerned about that 
threat.”

Robert Mueller
U.S. FBI Director

94



Cyber Security Technical Problems, Drivers and Incentives

1. Key points of this presentation 

2. Understanding why the community is in this mess 
a. Cyber risks are different to natural risks 

b. Computers not built for safety or security

c. Internet not built for security

d. Identity management (IdM), cryptographic key 
management (CKM) and transactions are not trustworthy 

3. Community failed to address the problems 

4. Governments calling for strong civilian cyber security
5. Government and commercial drivers and incentives 

6. Closing statement (by Brian Snow)

7. Related videos
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4. Governments calling for 
strong civilian cyber security

Governments historically limited strong crypto...
➠ Between ~1970 and ~2000 many 

Governments discouraged the 
civilian community from employing 
strong information security 
techniques
• As a result, companies and investors 

naturally avoided cyber security

➠ For those 30 years (1970-2000) 
civilian software and hardware 
engineering practices focused on 
improving performance at lower 
cost...

➠ Inadequate effort was paid to 
high assurance quality, safety 
and information security
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4. Governments calling for 
strong civilian cyber security

Governments historically limited strong crypto...
➠ After the political environment 

changed in favor of stronger cyber 
security in 2000, the momentum of 
low assurance (safety and security)
development practices continued

➠ Now Governments are making it 
extremely clear that there are many 
benefits to higher assurance 
security and safety

➠ They and the civilian community as 
a whole must invest, develop and 
deploy strong information security 
techniques 

The UK Cyber Security Strategy  
Protecting and promoting the 
UK in a digital world 

November 2011  
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4. Governments calling for 
strong civilian cyber security

 

Jeannette Wing, NSF
President's Professor of Computer 
Science and Department Head, 
Computer Science Department, 
Carnegie Mellon University

Toward a Federal Cybersecurity Research 
Agenda: Three Game-changing Themes 
U.S. Federal NITRD, 19 May 2010

Video used with permission
www.nitrd.gov/CSThemes/player.html
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4. Governments calling for 
strong civilian cyber security

 

Jeannette Wing, NSF
President's Professor of Computer 
Science and Department Head, 
Computer Science Department, 
Carnegie Mellon University

Toward a Federal Cybersecurity Research 
Agenda: Three Game-changing Themes 
U.S. Federal NITRD, 19 May 2010

“IT’S NOT GOING TO BE 
 BUSINESS AS USUAL!
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4. Governments calling for 
strong civilian cyber security

 

Jeannette Wing, NSF
President's Professor of Computer 
Science and Department Head, 
Computer Science Department, 
Carnegie Mellon University

Toward a Federal Cybersecurity Research 
Agenda: Three Game-changing Themes 
U.S. Federal NITRD, 19 May 2010

“IT’S NOT GOING TO BE 
 BUSINESS AS USUAL!

 We don’t want it! 

 We can’t take it anymore!”

100



4. Governments calling for 
strong civilian cyber security

Jeannette Wing, NSF
President's Professor of Computer 
Science and Department Head, 
Computer Science Department, 
Carnegie Mellon University

Toward a Federal Cybersecurity Research 
Agenda: Three Game-changing Themes 
U.S. Federal NITRD, 19 May 2010

“I do not have to explain to this audience the 
severity and criticality of this problem.  

We know we are under attack. ... 
That's a given.”

"The question is, what is the Federal 
Government going to do about it? 

How can the academic community help? 

How can the private sector help?"
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4. Governments calling for 
strong civilian cyber security

Jeannette Wing, NSF
President's Professor of Computer 
Science and Department Head, 
Computer Science Department, 
Carnegie Mellon University

Toward a Federal Cybersecurity Research 
Agenda: Three Game-changing Themes 
U.S. Federal NITRD, 19 May 2010

“It's not just security. 

It's what we are calling trustworthiness of 
our digital infrastructure.  

So of course it's security in terms of computer 
security, network security, device security, web 
security, and so on.  

It's also about reliability, and resilience, 
and more importantly, more recently, 
privacy and usability.”
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4. Governments calling for 
strong civilian cyber security

US+UK Governments now promoting civilian crypto
UK Government Position
Cyber Security Strategy

“In order to secure the 
vast economic and social benefits 
that cyberspace will offer the UK 
we will transform our approach 
to cyber security”

November 2011

The UK Cyber Security Strategy  
Protecting and promoting the 
UK in a digital world 

November 2011  

103



4. Governments calling for 
strong civilian cyber security

Two UK cyber security strategic action items
➠ Objective 1: 

Tackling cyber crime and making the 
UK one of the most secure places in 
the world to do business
• Action 11:

directly benefit economic growth and 
support the development of the UK 
cyber security sector 

• Action 20:
Enable the UK cyber security industry 
to thrive and expand, supporting it in 
accessing overseas markets

The UK Cyber Security Strategy  
Protecting and promoting the 
UK in a digital world 

November 2011  
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4. Governments calling for 
strong civilian cyber security

UK cyber security strategic action items...
➠ Protect the whole community

• “for small businesses, ... for individual 
consumers... help customers to 
differentiate good cyber security products 
and services.”

• “Government will now work ... to reach 
a wider group ... where the threat to 
revenues and intellectual property is 
capable of causing significant 
economic damage to the UK.”

The UK Cyber Security Strategy  
Protecting and promoting the 
UK in a digital world 

November 2011  
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Cyber Security Technical Problems, Drivers and Incentives

1. Key points of this presentation 

2. Understanding why the community is in this mess 
a. Cyber risks are different to natural risks 

b. Computers not built for safety or security

c. Internet not built for security

d. Identity management (IdM), cryptographic key 
management (CKM) and transactions are not trustworthy 

3. Community failed to address the problems 

4. Governments calling for strong civilian cyber security

5. Government and commercial drivers and incentives 
6. Closing statement (by Brian Snow)

7. Related videos
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Status: Inadequate defences

UK: Strategic drivers
BlueLight Global Solutions Ltd.
Robert Quick, CEO
former Assistant Commissioner (Specialist 
Operations) of London's Metropolitan Police Service 
responsible for counter terrorism within the UK

107



Status: Inadequate defences

UK: Strategic drivers
BlueLight Global Solutions Ltd.
Robert Quick, CEO
former Assistant Commissioner (Specialist 
Operations) of London's Metropolitan Police Service 
responsible for counter terrorism within the UK

"Cyber security is of course vital for 
knowledge economies to survive and 
thrive.  

Therefore the strategies required to build that 
level of protection and security need to be 
very wide and very deep."
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Status: Inadequate defences

UK: Strategic drivers
BlueLight Global Solutions Ltd.
Robert Quick, CEO
former Assistant Commissioner (Specialist 
Operations) of London's Metropolitan Police Service 
responsible for counter terrorism within the UK

“The UK is very much focusing now on 
developing more integrated capabilities in the 
arena of cyber protection and cyber 
security across the whole UK economy, 
of course across Government, and focusing 
very much on Information Assurance 
disciplines, strong compliance and strong 
technical capabilities."

109



Status: Inadequate defences

UK: Strategic drivers
BlueLight Global Solutions Ltd.
Robert Quick, CEO
former Assistant Commissioner (Specialist 
Operations) of London's Metropolitan Police Service 
responsible for counter terrorism within the UK

“There is no doubt in the mind of the UK, ... 
and the collective security community, 
that National competitive advantage is 
highly reliant on effective cyber security.”
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Status: Inadequate defences

UK: Strategic drivers
UK Government Position
Cyber Security Strategy

“We are ... raising the standard of 
cyber security we expect from suppliers of 
sensitive defence equipment.  

We are doing this on national security 
grounds ... 

the Government hopes these rising 
standards for public procurement will also 
help drive forward the wider market in 
cyber security in the UK.”

The UK Cyber Security Strategy  
Protecting and promoting the 
UK in a digital world 

November 2011  
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Status: Inadequate defences

UK: Strategic drivers
UK Government Position
Cyber Security Strategy

“... a developing insurance market and 
clearer signposts on what good cyber 
security looks like should ... help remove 
factors dampening demand within the 
UK.”

The UK Cyber Security Strategy  
Protecting and promoting the 
UK in a digital world 

November 2011  
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Status: Inadequate defences

UK: Strategic drivers
UK Government Position
Cyber Security Strategy

“UK Trade and Investment (UKTI) will 
work with the security sector’s trade 
associations to make sure that 
this increasing domestic strength is 
leveraged to help UK firms sell abroad.”

The UK Cyber Security Strategy  
Protecting and promoting the 
UK in a digital world 

November 2011  
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Status: Inadequate defences

UK: Strategic drivers
UK Government Position
Cyber Security Strategy

“We will turn the threat 
into opportunity and make 
strong cyber security a positive 
for all UK businesses and part 
of the UK’s competitive 
advantage.”

The UK Cyber Security Strategy  
Protecting and promoting the 
UK in a digital world 

November 2011  
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5. Government and commercial 
drivers and incentives 

US: Strategic drivers
➠ “The government, working with State 

and local partners, should identify 
procurement strategies that will 
incentivize the market to make 
more secure products and services 
available to the public.”

➠ Including:
• Adjustments to liability 

considerations

• Indemnification

• Tax incentives

• New regulatory requirements and 
compliance mechanisms

 

C Y BE R S PAC E 
P O L I C Y  R E V I E W   

Assuring a Trusted and Resilient Information 
and Communications Infrastructure  
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1. Engineering requirements
• Evolving safety standards  

- IEC 61508 (2010), DO-178C (2011), DO-254 (2005), ARINC 653,... 

• Evolving information security standards

- US NIST, US NSA, UK GCHQ  (Government)

- ISO 15443, ISO-20000, Payment Card Industry Data Security Standard 

2. Legal requirements
• Existing Legislation

• EU Data Protection Directive, Health Insurance Portability and Accountability Act 
(HIPAA), Red Flag of the Federal Trade Commission, Sarbanes-Oxley Act, ...

• Proposed Legislation

Governments are mandating safety and security 
compliance in a growing number of industry sectors

5. Government and commercial 
drivers and incentives 
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5. Government and commercial 
drivers and incentives 

Governments propose heavy fines for security failures
➠ 26 January 2012: 

EU Data Protection Law proposed amendment published

Companies found to have mishandled any personal data they hold – 
be it of their customers, suppliers or their own employees – 
will face “penalties of up to €1 million or up to 2% of the global 
annual turnover of a company”

http://ec.europa.eu/justice/newsroom/data-protection/news/120125_en.htm
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Ensuring (and Insuring?) 
Critical Information Infrastructure 

 Protection 

A Report of the 2005 Rueschlikon Conference on 
Information Policy 

By Kenneth Cukier

In Cooperation with

The Rueschlikon Conferences }
on Information Policy in the New Economy

Critical Information Infrastructure 
Protection

!!

5. Government and commercial 
drivers and incentives 

Insurance drivers
Ensuring (and Insuring?) Critical 
Information Infrastructure Protection
The 2005 Rueschlikon conference

Consensus emerged among participants:
• “The insurance industry’s mechanisms of 

premiums, deductibles, and eligibility for 
coverage can incent best practices and 
create a market for security.”

• “a set of best practices suggest that if they 
were not followed, firms could be held liable 
for negligence.”
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5. Government and commercial 
drivers and incentives 

Insurance drivers

“Bluntly, if your security 
product lacks sufficient 
robustness in the 
presence of malice, 
your customers will have 
to pay more in insurance 
costs to mitigate their 
risks.”

Brian Snow
“We Need Assurance!”
Former US NSA, 35 years incl.
Technical Director (R&D, IAD, ADET)
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5. Government and commercial 
drivers and incentives 

UK Government now pushing insurance drivers...
UK Government Position
Cyber Security Strategy 2011

Action item 1.14: 

Work with business services 
providers (including insurers, 
lawyers and auditors) to discuss how 
they can develop the services they 
offer to businesses to help them 
manage and reduce the risks.

The UK Cyber Security Strategy  
Protecting and promoting the 
UK in a digital world 

November 2011  
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5. Government and commercial 
drivers and incentives 

Companies now increasingly driven by security...
➠ Polls taken by Gartner suggest that, with public cloud computing, 

security and privacy were 3 times more important than any other 
concerns, including: 
• performance, 

• immaturity and 

• regulatory compliance

16 The UK Cyber Security Strategy: Protecting and promoting the UK in a digital world 

2.7 The threat to the UK from politically-
motivated activist groups operating in 
cyberspace is real. Attacks on public and private 
sector websites and online services in the UK 
orchestrated by ‘hacktivists’ are becoming more 
common, aimed at causing disruption, reputational 
and financial damage, and gaining publicity. 

2.8 All these di!erent groups – criminals, 
terrorists, foreign intelligence services and 
militaries – are active today against the UK’s 
interests in cyberspace. But with the borderless 
and anonymous nature of the internet, precise 
attribution is often di"cult and the distinction 
between adversaries is increasingly blurred. 

A!ecting businesses 
2.9 Organisations are not always aware of the new 
vulnerabilities that dependence on cyberspace can 
bring. Intellectual property and other commercially 
sensitive information (for example, business 
strategies) can be attractive targets. This risks 
undermining the strengths of the UK’s research 
base and intellectual property as important drivers 
of growth. Services relying on, or delivered via, 
cyberspace can be taken o#ine by criminals or 
others, damaging revenue and reputations. 

In the spring of 2011, Sony announced 
that criminals had successfully targeted 
the PlayStation network, compromising 
the personal details of up to 100 million 
customers and resulting in the network 
shutting down for several weeks. The costs 
to Sony are expected to total $171 million. 

2.10 As the digital connections between 
organisations and individuals proliferate (for 
example through shared or sub-contracted 
services), incidents can a!ect larger numbers of 
individuals and organisations. Recent research 
suggests that the costs to the UK of cyber crime 
could be in the order of £27$billion per year12. 
A truly robust estimate will probably never be 
established, but it is clear the costs are high and 
rising. Cyber criminals have demonstrated their 
ability to adjust quickly to new developments like 
smart-phones (see graph above). The collective 
impact of this threat now has the potential to 
cause significant damage to online economies. 

Total number of malware variants targeting 
smart phones 
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Source: data from McAfee, as cited in The Economist, 
October!2011. 

2.11 The chart below demonstrates the growing 
impact of information security incidents on 
businesses worldwide. Maintaining confidence 
in e-commerce as a viable way of doing business 
is crucial. Investors, businesses, government and 
particularly customers each need to be confident 
that networks are safe to use if the UK is to realise 
its full potential for growth. 

Proportion of companies reporting  
security incidents with financial impact  
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Source: Pricewaterhouse Coopers. Global state of information 
security survey, 2011 

2.12 But staying secure in cyberspace can seem 
complex, di"cult and expensive. Without a clear 
and shared understanding of the nature and scale 
of threats and vulnerabilities, the case for investing 
in protection and prevention can be undermined. 

➠ The combination of growing 
financial losses due to security 
incidents in combination with 
current and proposed EU, UK, 
and US initiatives will drive the 
market for improved security 
solutions
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5. Government and commercial 
drivers and incentives 

Brian Snow’s assessment
“Data-breaches and financial losses are 
now hurting every segment of the 
community, it’s a wake up call.  

They are driving the community to become 
acutely aware of the (security) weaknesses 
in current products and systems, and better 
yet, it forces an increasing awareness of 
the real need to fix things!  

The sleeping customer is waking up.  

No organization is immune and it is no 
longer credible to say: 

“Not my problem!”

Brian Snow
Our Security Status is Grim
Former US NSA, 35 years incl.
Technical Director (R&D, IAD, ADET)
                  November 2011

122



5. Government and commercial 
drivers and incentives 

The need to protect all stakeholders
'Night Dragon' attacks: Another 
reason to care about consumer 
malware  (ZDNet 2011)

“[The] criminal underground has 
developed around desktop malware, 
phishing, and spam of the kind that 
consumers and businesses deal with 
every day. 

This criminal activity has been 
successful enough over time to 
support an entire economy. 

We’re beginning to see the ripple effects 
of such an economy in attacks like those 
on Google last year and this more 
recent spate of espionage.”

Maxim Weinstein (2011)
Technologist & educator
Executive Director of StopBadware
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5. Government and commercial 
drivers and incentives 

The need to protect all stakeholders
“When policymakers and security 
experts talk about “securing critical 
infrastructure,” they often talk about 
the direct threats, but you rarely hear 
anyone mention securing websites 
and consumer PCs. 

Yet success in cleaning up the Web 
and the endpoints might be as 
important for defending high-profile 
targets as developing the targets’ 
own defenses.” 

Maxim Weinstein (2011)
Technologist & educator
Executive Director of StopBadware
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centre for economics and business research ltd 
Unit 1, 4 Bath Street, London EC1V 9D X 
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THE CLOUD DIVIDEND: Part One

The economic benefits of cloud computing to
business and the wider EMEA economy

France, Germany, Italy, Spain and the UK
 

 

 

Report for EMC 

 

December 2010 

5. Government and commercial 
drivers and incentives 

Unlock new markets with next gen. cyber security
Center for Economic Business Research 
Report commissioned by EMC:

“Widespread adoption of cloud computing 
[across France, Germany, Italy, Spain and the UK], 
has the potential to generate over €763 billion 
of cumulative economic benefits and hundreds 
of thousands of new jobs”

“53% of organisations that have NOT adopted 
the cloud cited confidentiality and security 
related issues as their primary concern.”

➠ Today’s public clouds are not 
trustworthy or dependable enough
• Synaptic Laboratories’ secure computing 

proposal (TruSIP) is explicitly designed to 
unlock this vast new market...
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5. Government and commercial 
drivers and incentives 

We need a broad information assurance vision

“We are closing the stable door 
after the horse has bolted.”  

“We need to look beyond particular 
attacks and improve assurance.”

 - Christopher Richardson
   Lecturer for UK MOD
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Synaptic Labs’ proposals

short
range

wireless

Roaming 
access
with smart card
secured ID's

Cloud 
IdM+CKM 

Service 

TruSIPExoHypervisor

Universal Network 
Carrier (Janelda)

Secure Identity +
Key Management

A global inclusive cyber security ecosystem, where 
each part can stand alone to resolve key needs 
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➠ IMPACT:  World’s largest cyber security alliance - 137 member nations
• Chairman Mohd Noor Amin firmly promotes the multi-stakeholder platform 

approach.  “It's only a matter of time before every country joins.”  “Even the most 
sophisticated countries now realise you have to assist the poorer ones.”

International inclusive cyber security initiatives

128



➠ IMPACT:  World’s largest cyber security alliance - 137 member nations
• Chairman Mohd Noor Amin firmly promotes the multi-stakeholder platform 

approach.  “It's only a matter of time before every country joins.”  “Even the most 
sophisticated countries now realise you have to assist the poorer ones.”

➠ COMNET:  Foundation for ICT Development - www.comnet.org.mt 
• COMNET is an independent Foundation whose mission is to help realise the 

transformational potential of Information and Communication Technologies (ICT) 
for development, amongst Commonwealth and other developing countries

International inclusive cyber security initiatives
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➠ IMPACT:  World’s largest cyber security alliance - 137 member nations
• Chairman Mohd Noor Amin firmly promotes the multi-stakeholder platform 

approach.  “It's only a matter of time before every country joins.”  “Even the most 
sophisticated countries now realise you have to assist the poorer ones.”

➠ COMNET:  Foundation for ICT Development - www.comnet.org.mt 
• COMNET is an independent Foundation whose mission is to help realise the 

transformational potential of Information and Communication Technologies (ICT) 
for development, amongst Commonwealth and other developing countries

✓ Synaptic Labs supports these objectives with inclusive technology designs

✓ ICT Gozo Malta Project supports international ICT collaboration

International inclusive cyber security initiatives
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5. Government and commercial 
drivers and incentives 

Introducing the Security & Defence Agenda
➠ Brussels’ only specialist security and 

defence think-tank

➠ Wholly independent (10th anniversary)

➠ Brings together experts and 
policymakers from: 
• the EU institutions

• NATO

• national governments

• industry

• the media

• think-tanks

• academia and NGOs
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Cyber-security: 
The vexed question 

of global rules

An independent report  
on cyber-preparedness  

around the world

With the support of

5. Government and commercial 
drivers and incentives 

Global Perspectives on the Cyber Risk
Security & Defence Agenda
Cyber-Security 2012 Report

“Offers a global snapshot of current 
thinking about the cyber-threat.”

Based on interviews with 80 policy 
makers and cyber security experts in 
government, business and academia 
across 27 countries 

and 

anonymous surveys of 
250 world leaders in 35 countries
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Cyber-security: 
The vexed question 

of global rules

An independent report  
on cyber-preparedness  

around the world

With the support of

5. Government and commercial 
drivers and incentives 

Invest in cyber security
Security & Defence Agenda
Cyber-Security 2012 Report

Recommendation:

“encourage integration of cyber 
into existing processes and 
structures. 

Make sure cyber 
considerations and 
investment are present 
at every level."
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“the private sector and 
governments have to 
invest in security, despite 
the shortage of money" 

- Chairman Mohd Noor Amin
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Economic opportunities in strong cyber defence

➠ Cyber security is now seen as a huge 
growth market 

• Driven by massive Government spending

• Driven by increasing demands and mandates 
for improved cyber security 

➠ US President Barack Obama:

“Economic prosperity in the 21st 
century will depend on cyber security”
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Cyber Security Technical Problems, Drivers and Incentives

1. Key points of this presentation 

2. Understanding why the community is in this mess 
a. Cyber risks are different to natural risks 

b. Computers not built for safety or security

c. Internet not built for security

d. Identity management (IdM), cryptographic key 
management (CKM) and transactions are not trustworthy 

3. Community failed to address the problems 

4. Governments calling for strong civilian cyber security

5. Government and commercial drivers and incentives 

6. Closing statement (by Brian Snow)

7. Related videos
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www.ictgozomalta.eu

      Malta International 
Cyber Awareness Seminar

 November 2011

Malta International Cyber 
Awareness Seminar Nov 2011

In Post 
Production

“Our Security Status is Grim”
   (and the way ahead will be hard)

Brian Snow
Former Technical Director

Information Assurance Directorate
United Sates National Security Agency
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6. Closing statement

We must change our toxic environment!
“HOW can we change it?

Each of us has the responsibility: 

1. To educate ourselves on cyber security 
issues

2. To find out what our individual security 
roles are in our business operations

3. To improve our skills and apply them to 
improve the security posture of the 
community, and 

4. To identify what we cannot do personally 
and then call on the security community 
to deliver it”

Brian Snow
Our Security Status is Grim
Former US NSA, 35 years incl.
Technical Director (R&D, IAD, ADET)
                  November 2011
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6. Closing statement

We must change our toxic environment!
“We should also support and get involved 
in forward-leaning efforts, such as those 
proposed by Synaptic Laboratories within 
the ICT Gozo Malta Project.

They seek to holistically address the hard 
security problems!  

This must be taken on by others as well.”

Brian Snow
Our Security Status is Grim
Former US NSA, 35 years incl.
Technical Director (R&D, IAD, ADET)
                  November 2011
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“This is in some sense a golden time.  

Do not pass up the opportunity.

Now is the time (indeed, it is well past time) 
to dive in and do serious work on these 
issues, individually and collectively.  

Cyber security is a shared responsibility, so 
we each must do our part and help motivate 
our friends and organizations to do theirs.

We have our work cut out for us. 

Let’s get to it!”

6. Closing statement

We must change our toxic environment!

Brian Snow
Our Security Status is Grim
Former US NSA, 35 years incl.
Technical Director (R&D, IAD, ADET)
                  November 2011
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Cyber Security Technical Problems, Drivers and Incentives

1. Key points of this presentation 

2. Understanding why the community is in this mess 
a. Cyber risks are different to natural risks 

b. Computers not built for safety or security

c. Internet not built for security

d. Identity management (IdM), cryptographic key 
management (CKM) and transactions are not trustworthy 

3. Community failed to address the problems 

4. Governments calling for strong civilian cyber security

5. Government and commercial drivers and incentives 

6. Closing statement (by Brian Snow)

7. Related videos
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7. Related videos

Related videos
➠ Introduction to Synaptic Labs 2012

➠ Synaptic Laboratories Ltd’s Annual Reports 2012: 
• On the Global Cyber Security Status

• On Vision, Technologies, Product Development and Go-to-Market Strategies

➠ Brian Snow, “Our Security Status is Grim and the way ahead will be 
hard”, Malta International Cyber Awareness Seminar, Nov 2011

http://synaptic-labs.com/resources/streaming-videos
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Contact:

Web: http://synaptic-labs.com

+356 9944 9390Phone:

Email: cto@pqs.io

Benjamin GITTINS
Chief Technical Officer
Synaptic Laboratories Limited

143

http://synaptic-labs.com
http://synaptic-labs.com
mailto:cto@pqs.io?subject=
mailto:cto@pqs.io?subject=

